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St awomi r Jasek

Enjoy appsec (dev, break, build...) sin
2003.

Pentesting, consultancy, trainingveb,
mobile, embedded...

Significant part of time for research.
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How about you?

Kall Linux?
Wireshark?
Android mobile app decompilation/analysis?

Bluetooth?
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Agenda

/7 smart locks

A Passive sniffing, active interception, attacking services...
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Hackmelock
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Some activities can be performed only one at a time.

| will do the demo, then you will be able to follow.
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Prerequisites

Kali Linux
BT 4 dongle (1 is enough for most exercises)
Android phone

- Install nRF Conne

https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp

Hardware sniffec not crucial


https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
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Hacklng challenge f steal a car!
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How do we hack BLE?

Sniffing?



BLE LINK SECURITY
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Bluetooth 4 security (specification)

Pairing
Key Generation

Encryption

¥ slawekja

®
9 B|llet00th Developer Portal
Tools & Resources GATT Specifications

Home = Technalogy Overview = LE Security

Security, Bluetooth Smart (Low Energy)

Developer Showcase

Encryption in Bluetooth LE uses AESM cryptography. Like BR/EDR, the LE Controller
will perform the encryption function. This function generates -Ii?#8encryptedData
from a 128bit key and 12&it plaintextData using the AEIR8-bit block cypher as

defined in FIP&]971.

Signed Data

https:// developer.bluetooth.org/TechnologyOverview/Pages&é&curity.aspx
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Bluetooth 4 security (specification)

ol hegoal of the low energy security mechanism Is to protect
communication between devices different levels of the
stacke

A Man-in-the-Middle (MITM)
A PassivdEavesdropping
A Privacy/ldentity Tracking
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Bluetooth 4.0 - pairing

Pairing (once, In a secure environment)

AJuﬁc,tWorks(R)c most common, devices without display cannot implement

other

A6-digit PINg if the device has a display

AOut of bandc not yet spotted in the wild
Establish Long Term Key, and store it to secure future communication
("bonding")
"JustWorks and Passkey Entry do not provide any passive
eavesdroppingrotection’
4.2 ¢ elliptic curves

Mike Ryanhttps://www.lacklustre.net/bluetoothy
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BLE security - practice

A8 of 10 tested devices deot implement BLEayerencryption
AThe pairing is in OS level, mobile application does not have full control over it

Alt is troublesome to manage with requirements for:
A Multiple users/application instances per device

A Access sharing
A Cloud backup

AUsage scenario does not allow for secure bonding (e.g. public cash register, "fleet"
of beacons, car rental)

A Other hardware/software/UX problems with pairing
A"Forget" to do it, or do not consider cletext transmission a problem
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For our workshop

None of the smart locks uses BLE-Imfer encryption ;)
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AAAAAAAAAAAAAAAAAAA

BLE security - practice Host (05)

Security in "application” layer (GATT)
Various authentication schemes
A Static password/key

A Challengeresponse (most common)
A at YLE

Requests/responses encryption
No single standard, library, protocol
Own crypto, based usually on AES

Host Card Interface I

Link layer

Physical layer

Controller (firmware)
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How Secure is ? Highly secure Low Energy

uses a combination of hardware and technology to ensure the device is Bluetooth (LEB) SYNCS the
secure. lock to your smartphone.

Bluetooth: uses AES 128-bit encryption, the same encryption used by
the military to protect documents with confidential and secret security levels.

By using industry leading Eluetooth 4.0 that utilizes 128-bit encryption, and our
very own PKI technology with cryptographic key exchange protocols, IS

safe from criminals, hackers, and thieves.
To [JI'OtECt ‘_-,-'I:‘Iur' transactions from unauthorised access I:T_-,-' third F]EH'IIE‘S,

operates in accordance with the highest card payment industry security ste ~ ' o , - .
After 67 years of home security innovations, millions of families rely on

> PCI-DSS (Payment Card Industry Data Security Standard) is the highest c for peace of mind. 's long-time leadership and advancements
security standard used in the credit card industry concerning data transfe in residential door lock security have now been enhanced with secure
data storage authentication technology. Resulting in engineered for both maximum

: , security and performance.
> SSL (Secure Sockets Layer) and TLS (Transport Layer Security) are ‘encry

protocols’ that protect data that is transmitted over the internet. We are using a
256-bit encryption, the highest possible level at present

> PGP (Pretty Good Privacy) is an international standard for secure personal data
storage
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AMSTERDAM // MALAYSIA

No more questions...

— pluetooth smart = bluetooth smar security

PR~

Jul 2012 Jan 2013 Jul 2013 Jan 2014 Jul 2014 Jan 2015 Jul 20145

____.-'--

Go gle Wiew full report in Google Trends



BLE RF SNIFFING
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AMSTERDAM // MALAYSIA

Sniffing t+ BLE RF essentials

Advertisement channels
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http://www.connectblue.com/press/articles/shapinthe-wirelessfuture-with-low-energyapplicationsand-systems/
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BLE channel hopping

37 channels for data,

3 for advertisements

Hopping

~ Hop along 37 data channels
~ One data packet per channel
= Next channel = channel + hop increment (mod 37)

= Time between hops: hop interval

32510517 -2524-5315158-515-> ...

hop increment =7

Mike Ryan Bluetooth Smart / Bluetooth LE USENIX WOOT, August 2013

http:// lacklustre.net/bluetooth/bluetooth with low energy comes low securit
y-mikeryanrusenix woot 2013Zlides.pdf
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Pro devices ($$%) t scan whole spectrum

EllisysBluetooth Explorer 400 /| 2Yt N2O6S .t! 1t cn
Alkin-hy'S . £ dzSG220Kt tN2UZ202BE  f dz280 220 K+
Analysis System Protocol Analyzer

http://www.ellisys.com/products/bex400/ http://www.fte.com/products/BPAG00.aspx
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Passive sniffing t Ubertooth (120%)

Opensource(software, hardwarg
External antenna.

RFlevel sniffing, possible to inspect In
Wireshark.

Need 3 of them to sniff all 3 adv channels, the
follow hopping.

http://greatscottgadgets.com/ubertoothoné
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AMSTERDAM // MALAYS

Ad afru it n R F5 1 8 2 2 [Eile Edt View Go Capture Analyze Statitics Telephony Tools Internals Help

codE i BEXR QAT L QRAQAB IEDB %

Filter: ' btle EI Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info A
1338 245.312104 slave Master LE LL 60 ADV_IND =
1339 245.315097 slave Master LE LL 60 ADV_IND -

<& i J »

$29 . 95 @ Frame 1338: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
@ Nordic BLE sn1ffgr meta =
- Bluetooth Low Energy Link Layer

Access Addrés‘ 0x8e89bed6 1

@ Packet Header: 0x2240 (PDU Type: ADV_IND, TxAdd=false, RxAdd=false)

Wireshark integration

Since nRF-Sniffer is a passive solution that is simply scanning packets over the air, there is
the possibility of missing packets using this tool {or any other passive sniffing solution). In
order to capture as many packets as possible, be sure to run the sniffer on a USB bus that

N Ot q U |te re“able, but isn't busy and avoid running it in a virtual machine since this can introduce significant latency

over USB.

Works gOOd enough we.. .1.. = BR/EDR NoOT Supported true (Ox01)

we.. ..1. = LE General Discoverable Mode: true (0x01)
....... 0 = LE Limited Discoverable Mode: false (0x00)

= TX Power Level

https:// www.adafruit.com/product/2269 %QZS“;XZPM Level (0x0a)

. . . Power Level (dem): O
https:// learn.adafruit.com/introducinehe- = 128-bit service C1ass UUIDS
adafruitbluefruit-le-sniffer Length: 17

Type: 128-bit Service Class uUuIDs (0x07)
Custom UUID: 9ecadc240ee5a9e093f333b50100406e

0000 11 06 35 01 7b 75 06 0a 01 25 2b 00 00 Se 53 08
0010 00 dé be 89 ¢ 2
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Our sniffing device - NRF51822 Eval Kit

Same module, but a bit
cheaper than Adafruit

More possibilities for further
hacking (e.g. BLE prototyping
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I MALAYSIA

Lock #1

https://www.flickr.com/photos/morbius19/9411298364/
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https:// www.thequicklock.com



https://www.thequicklock.com/
https://www.thequicklock.com/

