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Sławomir Jasek 

Enjoy appsec (dev, break, build...) since 
2003. 

Pentesting, consultancy, training - web, 
mobile, embedded... 

Significant part of time for research. 

 



How about you? 

Kali Linux? 

Wireshark? 

Android mobile app decompilation/analysis? 

Bluetooth? 



Agenda 

7 smart locks 

ÅPassive sniffing, active interception, attacking services... 

Å²ŜΩƭƭ ǎǘŀȅ ŀ ƭƛǘǘƭŜ ƭƻƴƎŜǊ ŦƻǊ ǘƘŜ ŦƛǊǎǘ ƭƻŎƪ όǾŀǊƛƻǳǎ ǘŜŎƘƴƛǉǳŜǎύ 

ÅαAǇǇƭƛŎŀǘƛƻƴέ ƭŀȅŜǊ ǾǳƭƴǎΣ ƛƴŎƭǳŘƛƴƎ л-day to reset pass 

Hackmelock 



Some activities can be performed only one at a time. 

I will do the demo, then you will be able to follow. 



Prerequisites  

Kali Linux 

BT 4 dongle (1 is enough for most exercises) 

Android phone 

- Install nRF Connect 

https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp 

Hardware sniffer ς not crucial 

 

https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp


Hacking challenge ƚ steal a car! 



How do we hack BLE? 

Sniffing? 

 



BLE LINK SECURITY 
 



Bluetooth 4 security (specification)  

Pairing  

Key Generation  

Encryption 

Encryption in Bluetooth LE uses AES-CCM cryptography. Like BR/EDR, the LE Controller 
will perform the encryption function. This function generates 128-bit encryptedData 
from a 128-bit key and 128-bit plaintextData using the AES-128-bit block cypher as 
defined in FIPS-1971.  

Signed Data  

https:// developer.bluetooth.org/TechnologyOverview/Pages/LE-Security.aspx 
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Bluetooth 4 security (specification)  

αThe goal of the low energy security mechanism is to protect 

communication between devices at different levels of the 

stack.έ 

ÅMan-in-the-Middle (MITM) 

ÅPassive Eavesdropping 

ÅPrivacy/Identity Tracking 



Bluetooth 4.0 - pairing  

Pairing (once, in a secure environment) 
ÅJustWorks (R) ς most common, devices without display cannot implement 

other 
Å6-digit PIN ς if the device has a display 
ÅOut of band ς  not yet spotted in the wild  

Establish Long Term Key, and store it to secure future communication 
("bonding") 

"Just Works and Passkey Entry do not provide any passive 
eavesdropping protection" 

4.2 ς elliptic curves  

Mike Ryan, https://www.lacklustre.net/bluetooth/  
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BLE security - practice  

Å8 of 10 tested devices do not implement BLE-layer encryption 

ÅThe pairing is in OS level, mobile application does not have full control over it 

ÅIt is troublesome to manage with requirements for: 
ÅMultiple users/application instances per device 

ÅAccess sharing 

ÅCloud backup 

ÅUsage scenario does not allow for secure bonding (e.g. public cash register, "fleet" 
of beacons, car rental) 

ÅOther hardware/software/UX problems with pairing 

Å"Forget" to do it, or do not consider clear-text transmission a problem 



For our workshop 

None of the smart locks uses BLE link-layer encryption ;) 



BLE security - practice  

Security in "application" layer (GATT) 

Various authentication schemes 

Å Static password/key 

Å Challenge-response (most common) 

Å αtYLέ 

Requests/responses encryption 

No single standard, library, protocol 

Own crypto, based usually on AES 





No more questions... 



BLE RF SNIFFING 
 



Sniffing ƚ BLE RF essentials 

http://www.connectblue.com/press/articles/shaping-the-wireless-future-with-low-energy-applications-and-systems/ 

Advertisement channels 



BLE channel hopping 

37 channels for data,  

3 for advertisements 

http:// lacklustre.net/bluetooth/bluetooth_with_low_energy_comes_low_securit
y-mikeryan-usenix_woot_2013-slides.pdf 
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Pro devices ($$$) ƚ scan whole spectrum 

  

http://www.ellisys.com/products/bex400/ 

Ellisys Bluetooth Explorer 400 
All-in-hƴŜ .ƭǳŜǘƻƻǘƘϯ tǊƻǘƻŎƻƭ 
Analysis System 

/ƻƳtǊƻōŜ .t!ϯ слл 5ǳŀƭ 
aƻŘŜ .ƭǳŜǘƻƻǘƘϯ 
Protocol Analyzer 

http://www.fte.com/products/BPA600.aspx 

 



Passive sniffing ƚ Ubertooth (120$)  

Open-source (software, hardware). 

External antenna. 

RF-level sniffing, possible to inspect in 
Wireshark. 

Need 3 of them to sniff all 3 adv channels, then 
follow hopping. 

http://greatscottgadgets.com/ubertoothone/  
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Adafruit nRF51822  

$29.95 

Wireshark integration 

Not quite reliable, but 

works good enough  
 

https:// www.adafruit.com/product/2269 

https:// learn.adafruit.com/introducing-the-
adafruit-bluefruit-le-sniffer 
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Our sniffing device - NRF51822 Eval Kit 

Same module, but a bit 
cheaper than Adafruit 

More possibilities for further 
hacking (e.g. BLE prototyping)  



Lock #1  

https://www.flickr.com/photos/morbius19/9411298364/ 



https:// www.thequicklock.com 
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