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About Us

ÁAditya K Sood

ƄFounder , SecNiche Security

ǒIndependent Security Consultant, Researcher and Practitioner

ǒWorked previously for Armorize, Coseinc and KPMG

ǒActive Speaker at Security conferences

ǒWritten Content ïISSA/ISACA/CrossTalk/HITB/Hakin9/Elsevier NES|CFS

ǒLinkedIn : http://www.linkedin.com/in/adityaks  

ǒWebsite: http://www.secniche.org | Blog: http://secniche.blogspot.com 

ƄPhD Candidate at Michigan State University

ÁDr. Richard J Enbody

ƄAssociate Professor, CSE, Michigan State University

ǒSince 1987, teaching computer architecture/ computer security / mathematics

ǒWebsite: http://www.cse.msu.edu/~enbody

ƄCo-Author CS1 Python book, The Practice of Computing using Python.

ƄPatents Pending ïHardware Buffer Overflow Protection
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Agenda

ÁWalkthrough this Talk

ƄSpyEye Problem
» SpyEye chronology and released versions

» Bot wars ïSpyEye vs. Zeus

ƄSpyEye Framework
» Builder ïUnderstanding the design

» Backend Database Collector

» Admin Panel / Form Grabber

ƄSpyEye Browser Manipulation Tactics
» Paradigm of web fakes

» Digging inside web injects (complete working)

ƄSpyEye Peripheral Components
» Complete dissection of plugins and related functionalities

ƄSpyEye ïTesting and Hacking
» Designing builder patches

» Active detection and verification tests

ƄConclusion and Discussion
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The True Artifact

Bank robber, Willie Sutton famously answered about why he robbed 

banks: ñThatôs where the money is!ò
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Whatôs the Problem ?
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SpyEye Chronology

The development is not still over. Recent 

analysis shown SpyEye 1.2.99 and latest 

build 1.3.x is in the wild
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Bots Collaboration- Is this True ?

ÁFalse myth of predicting the truth. Fake Activity!

ǒNo collaboration btw Zeus and SpyEye. No verification at all.

ïLatest of version of SpyEye (1.3.xx) is out. Discussed later on

ÁWhy it is considered as collaboration?

ǒIneffective analysis and rogue research based on small set of information

ǒSpyEye/Zeus uses PHP, MySql and relative similar obfuscators.

ïThis does not mean the rivals are collaborating !
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SpyEye / Zeus - Bot Wars

ÁAnatomy of deceasing the rate of infections

ƄSpyEye killing Zeus and vice versa

ǒGame of controlling infected machines and making botnet robust

ǒIncessant way to prove the power. Works good for analysts.
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SpyEye ïInfection Framework

Builder, Main Panel and Backend 

Collector
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SpyEye ïInfection Framework 

ÁSpyEye Framework

ƄBuilder component

ƄMain admin component

ǒForm grabber admin

ƄSpyEye bot

ƄBackend Collector
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SpyEye Framework

ÁBuilder / Bot Generator
ïUsed to generate a bot based on the specific build settings defined in a 

configuration file .

ïEntries in the configuration file specify paths to local and remote resources which 

are used to include modules dynamically

ïBuilder is protected with a collaborative protection mechanism using VMProtect  

and Hardware Identifier. Bots are usually packed with UPX/ASPACK

ïConfiguration file is included from the remote server, it uses appropriate 

encryption key is used to maintain the integrity of file

ïIt uses connection interval property to avoid delays when config file is in transfer 

mode.
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SpyEye Framework

ÁAdmin Panel / Form Grabber
ïControls the structural dependencies and administrative operations of the SpyEye 

bot.

ïProvides updates for SpyEye builder for configuration and building an executable

ïResponsible for controlling the nature of plugins that are used by the SpyEye bot 

for infecting victim machines

ïForm grabber works explicitly in handling form data from victim machines
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SpyEye Builder- HWID Protection

ÁSpyEye Builder Protection

ƄHWID ïHardware Identifier 

ǒOne machine per license ïone stable execution.

ƄVMProtect

ǒConverts x86 into VM pseudo code instructions

ǒBinary is subjected with inbuilt VM decrypting engine

ǒPseudo code is chosen at random

ǒHard to analyze , requires long time

ïUsed collectively with HWID

ĄGood Read - http://www.usenix.org/event/woot09/tech/full_papers/rolles.pdf
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SpyEye Execution Difference

SpyEye versions < 1.0.8 SpyEye versions > 1.0.8

Builder (SpyEye)

Dropper (build.exe)

Bot (Cleansweep.exe)

Builder (SpyEye)

Bot (Cleansweep.exe) - name varies

SpyEye donôt use any more dropper nowadays !!
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SpyEye Bot

ÁBot Functionality

ǒRing 3 rootkit characteristics

ïDLL hooking and hijacking in userland space

ïPerforms injections in web processes

ǒHooks HTTP communication interface

ǒInfection = SpyEye {Bots + Plugins}
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SpyEye Bot Communication
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SpyEye Bots- Updating Process
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SpyEye Traffic Gates Paradigm

ÁTraffic Gates

ǒCritical data, credit card numbers, billing information is routed through gates

ǒEntry points for all the information that are stolen by the SpyEye bot

ǒCompletely automated and update the bots information periodically in database

ǒFiles ĄGATE.PHP / GATE_BILLING.PHP (Works with CONFIG.PHP)
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SpyEye Traffic Stats & Server Config


